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CONTENT AND COPYRIGHT

ProXSign® is a product developed by SETCCE. Possession or distribution of proXSign®
products without a license is illegal. To obtain your license please contact your service
provider who uses proXSign® component within the service you are using. If you are
interested in buying license for integration into your solution, please contact SETCCE.

The content of this document is copyrighted entirely by SETCCE. No distribution or copying
is allowed without permission of SETCCE. SETCCE logos and SETCCE product names are
registered trademarks by SETCCE. Copying and usage of logos and product names are not
allowed prior to SETCCE approval.

About SETCCE

SETCCE is the leading regional provider of specialized solutions and services for business
process dematerialization. We have pioneered in local as well as in international markets
with technologies that deliver trust in e-business and e-government services, and comply
with the most demanding legislative requirements.

Working with industries such as telecom, finance, and the governmental sector, SETCCE
delivers a range of products and services covering the fields of:

e Electronic invoicing

e Electronic archiving

e Electronic signing

e PKI and information security

Contacts

SETCCE d.o.o.
Tehnoloski park 21
SI-1000 Ljubljana
Slovenia

Europe

Web: www.setcce.com
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1. NEW GENERATION OF SETCCE PROXSIGN®
COMPONENT

The SETCCE proXSign® components provide digital signing, encryption/decryption, and
time stamping of your documents.

The new generation of SETCCE proXSign® v2 has been developed as a response to the
limited plug-in support by the majority of browsers.

SETCCE proXSign® v2 innovative concept provides a solution, which is browser-
independent as it works in all popular browsers.

The new SETCCE proXSign® component is installed as a desktop application that runs as a
background process. Features like »Autostart« are configurable in the graphical user
interface. You can also always check if the component is running.

The advantages of the SETCCE proXSign® v2 are:

e One component for all functionalities (signing of PDF and XML documents,
timestamping)

For assistance with installation or use of SETCCE proXSign® v2 please first contact the
service provider (i.e. online banking, governmental services, etc.), and then the SETCCE
support.




2.1. Supported environment

Sonoma 14
Sequoia 15

Safari from v14.0.3
Mozilla Firefox from v91
Google Chrome; latest stable channel version

Note: For security reasons, use the latest available version of macOS and browsers.

proXSign®
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3. REQUIREMENTS

3.1. Communication port

Browsers communicate with SETCCE proXSign® component over one of the following
unused ports:

e 14972
o 41472
o 57214
e 61427

To run SETCCE proXSign® component in your environment, you have to ensure that one
of the listed ports is unused.

3.2. Import a personal digital certificate

Your digital certificate has to be installed in the personal certificate store (login keychain)
or Mozzila Firefox. Install also root and intermediate digital certificate for your certificate.
In case you need help with your digital certificate, please turn to your CA. See chapter 9.

3.3. »SETCCE proXSign« digital certificate

SETCCE proXSign® component provides a higher level of security to its user by encrypting
the communication between the component and the browser.

Therefore—digital certificate »SETCCE proXSign« issued by SETCCE d.o.o. has to be
installed on your computer as a trustworthy certificate:

»SETCCE proXSign« digital certificate is dynamically created for each user on the computer
(current user) and it is installed at the first launch of the component. It is installed into
Keychain and Mozilla Firefox digital certificate store. It is valid for two years from the day
it was created.

3.3.1. How to install »SETCCE proXSign« digital certificate

When the SETCCE proXSign® component is successfully installed, the following security
warning dialog windows appear (Figure 1). You need to confirm this action and you need
to confirm Trust settings (Figure 2) for the component to work.

[

®
SETCCE proXSign® security certificate will be
! installed to your system.

For smooth operation of the application, you
should confirm this action.

| oK

Figure 1: Information window for installing SETCCE proXSign® digital certificate




»SETCCE proXSign«

Trust Settings.

Enter your password to allow this.

Username: podpora

You are making changes to your Certificate

Password: I

%]

Cancel

Update Settings

Figure 2: Mac OS dialog window for Trust Settings

digital certificate is

Category/Certificates as shown in figure 3.

eCe @

Keychains

) podporaTest
Il’ Local Items
[ System

= System Roots

Category

A Al ltems

/.. Passwords
Secure Notes

L] My Certificates

| Keys

SETCCE proXsSign

T o . .
puviess Root certificate authority

-1

installed in

Name ~ Kind Expires
[} ACNLE RootCA certificate
[ ACNLE SubCA certificate
[# Halcom CAFO certificate
Ld) Halcom Root Certificate Authority certificate
certificate
certificate
» [ Imeld Priimek14 certificate

[~] Janez Novak

[} SI-TRUST Roof
sigen-ca
B SIGEN-CA G2
] sitest-ca
[@ sitest-ca
> [ Test&d? TestC3Z
> [_a Testna Pravnaosebag?2
» [Z] Testno Potrdilo ACNLB

>

certificate

certificate
cel a
certificate
certificate

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

25 Dec 2037 at 09:0
28 Jun 2021 at 00:00:00
24 Apr 2036 at 00:00:00
7 Jul 2035 at 00:00:00
8 Jul 2036 at 17:21:656
4 Mov 2025 at 09:40:54
18 Jul 2021 at 15:15:32
3 Jul 2022 at 22:08:00
18 Oct 2018 at 15:55:54
28 Aug 2021 at 14:19:38

12 Jun 2037 at 10:00:03
12 Apr 2036 at 13:52:42
5 Jun 2020 at 12:33:31
10 Jun 2036 at 09:07:50
18 May 2021 at 13:37:05
2 Sep 2023 at 20:01:17
31 Jan 2025 at 16:15:36
24 Jul 2023 at 09:12:22
6 Sep 2023 at 13

8:17

Figure 1: »SETCCE proXSign« digital certificate in Keychains/Login

Keychains/Login

Expires: Wednesday, 6 September 2023 at 13:44:36 Central European Summer Time
© This certificate is marked as trusted for this account

Keychain
login
login
legin
legin
login
login
login
login

and

Eject “KING
or turning it

proXSign®
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3.3.2. Auto-renewal of »SETCCE proXSign« digital certificate

Each time the component is started, the SETCCE proXSign® certificate time validity is
checked automatically.

Ten days before it expires, or if it is already expired, the warning dialog to delete the old
one and install a new one appears; you have to confirm its installation otherwise the
component won't work. At the same time, it is installed in the Mozilla Firefox user store (if
the browser is installed) but silently, without extra user confirmation.

‘
| SETCCE proXSign® security certificate is about
| to expire.
For smooth operation of the application,
existing certificate will be deleted and the new
one will be installed to your system.

| ok |
Figure 4: Warning window to install a new digital certificate

3.3.3. How to check if the »SETCCE proXSign« digital certificate is
trustworthy

If you are in doubt, that the digital certificate you are installing is not trustworthy and
issued by SETCCE, vyou can check and compare the thumbprint of the »SETCCE
proXSign« digital certificate from Keychain with one on vyour file system:
[User]\Library\Application Support\SETCCE\proXSign\PlugoutRoot.crt. Their
thumbprints must match.

Select support\SETCCE\proXSign\PlugoutRoot.crt and press the Space button on your
keyboard; the info window with certificate details will pop up.

06 PlugoutRoot.crt  Open with Keychain Access

] - BEVEE [ Mo
Name SETCCE proXSign

erl
current.port

error_report.txt
el

SETCCE d.oo.
SETCCE proXSign

» I Licenses
> I logs
Plugout.crt
Plugout.pem
PlugoutRoot.cer o s
PlugoutRoot.crt ar SETCCE d.o..
SETCCE proxsign

ber 6923247125006266869

thm $HA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )
Nane

Monday, 6 September 2021 at 13:44:36 Central European Summer Time
ter Wednesday, 6 September 2023 at 13:44:36 Central European Summer Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None
256 bytes: D1 94 92 AS FO 4F 53 CA
65537
1 ySize 2.048 bits
e Any

256 bytes: 44 E3 FI EE 94 7B 7A 2D ...
slon Basic Constraints ( 2.5.29.19)

tical YES
YES

F4 BB FO BA 5C 7D 52 0A 47 35 1C F6 64 25 80 30 09 68 71 CC 38 DB 3C
4699 04 08 F3 06 20 D6 C4
SHA-1 2D F2 01 AS C9 68 9A AL 56 D3 4D FS E0 97 99 57 F1 54 7B DE

Figure 5: Example of SETCCE proXSign digital cértificate on the file system




And compare it with the one, installed into your keychain. Thumbprints must match.

I
® Keychain Access File Edit View Window Help

eCe SETCCE proXSign

SETCCE proXSign
Root certificate authority
Expires: Wednesday, § September 2023 at 13:44:36 Central European Summer Time

» Trust
¥ Details
Subject Name
Country or Region
Organisation
Commaon Name

Issuer Name
Country or Region
‘Organisation
Commaon Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Mot Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size

Key Usage

Signature

Extension
Critical
Certificate Authority

© This certificate is marked as tru

far this account

5l
SETCCEdoo.
SETCCE proXsign

5l
SETCCE d.o.o.
SETCCE prexsign

6923247125096266869

3

SHA-256 with RSA Encryption [ 1.2.840.113549.1.1.01)
None

Monday, & September 2021 at 13:44:36 Central European Summer Time
Wednesday, 6 September 2023 at 13:44:36 Central European Summer Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes: D194 92 ASFO 4F 53 CA ..
85537

2.048 bits

Any

256 bytes: 44 E3FOEEQ4 TETA 2D ...

Basic Censtraints ( 2.5.29.19 )
YES
YES

Fingerprints
SHA-256
SHA-1

FABEFOBASC7D520A 47 351CFE64 258030096871 CC38DB3C 469904 08F3 06 20D6 C4
DF20TAECOGE OAATE6 D3 ADFEED 97 90 57 F154 7B DE

Figure 6: Thumbprint of »SETCCE proXSign« digital certificate

proXSign®
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4. INSTALLATION

SETCCE proXSign® component is installed as a desktop application that runs as a
background process. The feature »Autostart« is configurable in SETCCE proXSign®
graphical user interface. You can also check if the SETCCE proXSign® component is
running.

The setup package is called »SETCCE_proXSign_ <version>.pkg«. Since the setup package
is not signed and downloaded from the Mac App Store you have to enable/allow installation
in the security settings.

You will need administrative privileges to install the SETCCE proxsign® component.

4.1. Install SETCCE proXSign® component

To install the component, perform the steps as follows:

1. Log in as a user with administrative privileges.

2. Go to »System Preferences«, »Security & Privacy« and choose the option »Mac App
Store and identified developers« as shown in Figure 7.

| 4 jm—

“SETCCE proXSign.phkg” can't be opsned
becauss it is from an unidentifisd
9 developer.

Your socurty profenances aiiow inswaiiacon of ony
eppa from the Me: Aon Store

A login password ha

¥ Roquire pass

Aflow apps downloaded from:

Figure 7: Security settings in »System Preferences« / »Security & Privacy«

w

Download the setup package »SETCCE_proXSign_<version>.pkg«.

4. Double click on »SETCCE_proXSign_<version>.pkg« and follow the setup instructions.
The component will be installed into the »Applications« folder by default. You can
choose any other folder during the installation process.




@ & Install SETCCE_proXSign_2.2.9.191 (1)

Welcome to the SETCCE_proXSign_2.2.9.191 (1) Installer

® Introduction You will be guided through the steps necessary to install this
software.

Continue

Figure 8: Installation process

Important:
When the installation is finished, the SETCCE digital certificate is installed. You need
to confirm all steps during installation, otherwise, the component won’t work. See
chapter 3.3.

After the successful installation, the SETCCE proXSign® icon appears in the Status
menu. By double-clicking on ikon, the main proXSign window opens, with all your
digital certificates from Keychain and/or Mozilla Firefox.

B @ M 3 @ T @® Q ¥ © Tue7Jun 09:41

Figure 9: SETCCE proXSign icon in the Status menu




5. REMOVING SETCCE PROXSIGN® COMPONENT

To be able to remove SETCCE proXSign® component from your computer you have to:
1. Log in to your user account as an administrator.
2. Find and remove SETCCE proXSign.app and remove »SETCCE proXSign« digital

certificate from login keychain and Mozilla Firefox certificate store.

proXSign.app is installed into the Applications folders by default.




6. START SETCCE PROXSIGN® COMPONENT

6.1. Start

The component can be launched as follows:

1. Find SETCCE proXSign.app in the »Applications« or on any other location where
you installed it during the installation process.

Applications = =~
Name ~  Date Modified
K@ ruuldsis.dpp L0 MAIUI LULL AL UD-L |
== Preview.app 26 March 2022 at 08:21
> ™ Python 3.7 11 February 2022 at 11:02
QuickTime Player.app 26 March 2022 at 08:21
Reminders.app 26 March 2022 at 08:21
@ Safari.app 26 March 2022 at 08:21
> ™ SafeNet 2 December 2021 at 13:45
B3 SETCCE proXSign.app Today at 13:50
Shortcuts.app 26 March 2022 at 08:21
@ siri.app 26 March 2022 at 08:21
. Stickies.app 26 March 2022 at 08:21

Figure 10: Run SETCCE proXSign.app from »Applications«

2. Double click on »SETCCE proXSign.app« and the component will run. The main
window “Certificates” will open. See figure 13.

3. Run »Launchpad« and find the SETCCE proXSign icon. Double click on the icon and
the component will run.

SETCCE proXSign

Figure 11: SETCCE proXSign icon in »Launchpad«

Check for icon proXSign in the Status menu. If the component SETCCE proXSign®is
already running, the icon proXSign is shown in the Status menu.

® M 3 @m T ©® Q K © Tue7Jun 09:41
]
Figure 12: SETCCE proXSign icon in the status menu

6.2. Autostart

See chapter 7.2.1.




7. SETCCE PROXSING® GRAPHICAL USER INTERFACE

OVERVIEW AND SETTINGS

By double-clicking on the proXSign icon in the Status menu (Figure 12), the main
proxsign® window will open, with the list of all your digital certificates (Figure 13).

7.1. Main graphical user interface and Certificates

section
@® SETCCE proXSign®

Certificates

Issued to Issued by Store

» Janez Novak sitest-ca Keychain
» Testna Pravnaosebag2 sitest-ca Keychain
» TESTNI SKRAT CUDEZNIK POSTA SLOVENIJE d.o.o. Keychain
» Test PO E-podpis 1 Halcom d.d. Keychain
» PXS_TEST_VALID_SIGN2.. SETCCE Keychain
» AnaVzorec sitest-ca Keychain
b PXS_TEST_EXPIRED_SIG... SETCCE Keychain
» PXS_TEST_VALID _SIGN1... SETCCE Keychain
» Ana Vzorec sitest-ca Keychain
» PXS_TEST_VALID_SIGN2... SETCCE Keychain
» Janez Novak sitest-ca Keychain
» Keychain
» Test PO E-podpis 1 Halcom d.d. Keychain
» Imel4 Priimek14 sitest-ca Keychain
» Testno Potrdilo ACNLB NLB d.d. Keychain
» Testna Pravnaosebag2 sitest-ca Keychain
» PXS_TEST_REVOKED_SI... SETCCE Keychain
» PXS_TEST_VALID_ _SIGN3 ... SETCCE Keychain
» PXS_TEST_VALID_SIGN4 ... SETCCE Keychain
» PXS_TEST_VALID_SIGN5 ... SETCCE Keychain
» PXS_TEST_VALID_SIGNG ... SETCCE Keychain
} e-podpis.gov.si sitest-ca Keychain
» TestKvalificiranegaPodpisa SETCCE Keychain
» TestKvalificiranegaPodpisa SETCCE Keychain
» proxsign localhost SETCCE d.o.o. Keychain
» TESTNI SKRAT CUDEZNIK POSTA SLOVENIJE d.o.o. Keychain

Settings

ﬁ Version: 2.2.9.191

(= Quit

Figure 13: Main proXSign® GUI with a list of Certificates

Columns in proXSign® main GUI represents:

e Issued to: Common Name (CN) of your digital certificate

e Issued by: Issuer of your digital certificate

e Store: certificate store where your certificate is installed (Windows or Firefox)

Optional:
e Chain Validity: Chain validity of your digital certificate (the status if the digital
certificate is revoked is not checked (CRL check)).

When Chain Validity status is »Not OK«, the digital signature with such digital certificate
won't pass. The reason can lay in the expired digital certificate (or one of them in the
chain is not time valid), or the certificate chain is not complete, or if one of the
certificates in the chain is not Trusted (In the case of Mozzila Firefox certificate store)




This column is visible only if you set the appropriate parameter in the
proxsign.ini file. You will need administrator privileges.

Steps:
1. Quit form proXSign®
2. Open file [C:\Program Files (x86)]\SETCCE\proxSign\etc\proxsign.ini
3. Change value
check _all chains=false
on
check all chains=true
4. Save changes
5. Start SETCCE proXSign®

Example form proxsign.ini when check validity is enabled:

[common ]

update url=http://public.setcce.si/proxsign/update/SETCCE proXSign update.exe
version url=http://public.setcce.si/proxsign/update/version

check_all chains=true

; use CNG : no, yes, prefer, only

use CNG = no

Note:
In case the proXSign® is launched very slowly on your computer, you please disable Check

Validity.

7.2. Settings

(X ] SETCCE proXSign®

Certificates

Settings a

¥ Autostart
(¥ Show expired certificates
(¥ Allow duplicate centficates

[FModules

B Version: 2.29.191 @ ut

Figure 14: Settings in proXSign® component




7.2.1. Autostart

The SETCCE proXSign® component supports autostart functionality. If the »Autostart«
option is configured, the component is launched when you log in.

The SETCCE proXSign® component supports autostart functionality. If the »Autostart«
setting is configured, the component runs when you log in.

Setting »Autostart« is enabled by default.

7.2.2. Show expired certificates

Expired digital certificates are displayed only in the main proXSign GUI, but the digital
signature with expired certificates is disabled by default.

Setting »Show Expired certificates« is disabled by default.

7.2.3. Allow duplicate certificates

In case your digital certificate is installed into the Windows certificate store and in Mozzila
Firefox browser, then proXSign® displays the same certificate from both stores, and digital
signature is enabled with both certificates.

The setting »Allow duplicate certificates« is disabled by default.




7.2.4. Modules

Modules setting enables proXSign® to use pkcs#11 modules/libraries for digital signing
with digital certificates issued on QSCD (smart cards and smart USB). Currently, only digital
certificate posta®CA is tested and supported.

Example:
The location of pkcs#11 in Thales Safenet Authentication Client 10.2 (10.2.97.0):
/usr/local/lib/1libeTPkcsll.dylib

@ SETCCE proXSign® - Modules

=

Add PKCS11 modules

|
Remove module o '
afDesktop/libEidPkes11 .dylib

Select module |

Cancel | oK

Figure 15: Settings up pkcs#11 module for posta®CA




8. QUIT (STOP) SETCCE PROXSIGN® COMPONENT

We suggest running SETCCE proXSign® component as a background process. In this case,
the component itself does not perform any activity.

You can stop the SETCCE proXSign® component (kill the process) as follows:
1. Click on the »Quit« ~** button in SETCCE proXSign® component main window.

® ® SETCCE proXSign®
Certificates A
Issued to Issued by Store -

+ Janez Novak sitest-ca Keychain

+ Testna Pravnaosebag2 sitest-ca Keychain

+ TESTNI SKRAT CUDEZNIK POSTA SLOVENIJE d.o.o. Keychain

+ Test PO E-podpis 1 Halcom d.d. Keychain

+ PXS_TEST_VALID _SIGN2... SETCCE Keychain

+ Ana Vzorec sitest-ca Keychain

v PXS_TEST_EXPIRED_SIG.. SETCCE Keychain

» PXS_TEST_VALID _SIGN1... SETCCE Keychain

» Ana Vzorec sitest-ca Keychain

+ PXS_TEST_VALID _SIGN2... SETCCE Keychain

» Janez Novak sitest-ca Keychain

» Keychain

» Test PO E-podpis 1 Halcom d.d. Keychain

v Imeld Priimek14 sitest-ca Keychain

+ Testno Potrdilo ACNLBE NLB d.d. Keychain

+ Testna Pravnaosebag2 sitest-ca Keychain

» PXS_TEST_REVOKED_Sl.. SETCCE Keychain

v PXS_TEST_VALID _SIGN3 ... SETCCE Keychain

» PXS_TEST_VALID _SIGN4 ... SETCCE Keychain

+ PXS_TEST_VALID _SIGNS ... SETCCE Keychain

v PXS_TEST_VALID _SIGN6 ... SETCCE Keychain

» e-podpis.gov.si sitest-ca Keychain

» TestKvalificiranegaPodpisa SETCCE Keychain

+ TestKvalificiranegaPodpisa SETCCE Keychain

» proxsign localhost SETCCE do.o. Keychain

» TESTNI SKRAT CUDEZNIK POSTA SLOVENIJE d.o.0. Keychain -
Settings v

Version: 2.2.9.191

Figure 16: Button »Quit«

2. Click on the SETCCE proXSign icon in the status menu and choose »Quit«.

2 & M
B3 open

v Autostart
v [ Show expired certificates
v [J Allow duplicate certificates

Modules

(% Quit

Figure 17: Quit button on the status menu

If you want to hide or minimize the SETCCE proXSign user interface, then click on@ in
the left corner of the main window of the component. In this case, the SETCCE proXSign®
component is still running in the background.




9. INSTALLING A PERSONAL DIGITAL CERTIFICATE

9.1. Is your digital certificate installed on your
computer?

To use SETCCE proXSign® component on your computer, your digital certificate has to be
installed in a digital certificate store (Keychain Login or Mozilla Firefox store).

9.1.1. Installation steps for Keychain

To install your digital certificates perform steps as follows:

1. Run Keychain Access application (Spotlight->Keychain Access)

2. Choose File->Import Items and select your digital certificate from the file system. In
»Destination Keychain« choose »Login« as shown in Figure 18. Your digital
certificate is installed in your (User) Keychain. Along with your personal digital
certificate, the root and intermediate digital certificate will be installed automatically,
also in your (User) keychain, therefore it can be used only within your user account.
For more info about root and intermediate certificates see chapter 20.

Window Help 10 & = o) [ & pon. 15.40 Develo|
l [ N ] Keychain Access
[i] Clicktolock the login keychain. Q
Keycha
| & iogin 2 = @ =~ certs z a
&' Local iy e s > HALCOM_GA_PO_2.cer
L System - R E 10Samples D B HelenaGer.pix
System| o ICIOUGLIVE Fy oy soider » Prodaja_SETCCE.p12 7 Y
4 Applications setcee.cer ""‘/'f%"””' \
sigen-ca.cer o
Desktoj
= 2 sitest-ca.cer [
1 Documents P

Categol 0 Downloads
t Allitems [ Movies

? HelenaCer.pfx
e Passwo ﬂ Music
Securel °
[] My Gert Pictures Danes 14.27
| Keys 12} developer 26/10/2015 12.10
. Certificg B Projects Danes 14.44
Add Tags...
Devices
) win7
[ kinps 2
Destination Keychain: | login | T
=
Cangel | | | -

Figure 18: Installing personal digital certificate

With this procedure, both digital certificates will be installed in Keychains/Login and
Category/Certificates. Your personal digital certificate will also be installed in
Category/My Certificates.

Important:

1. The root digital certificate is not installed as trustworthy by default, therefore you have
to set “"Trust” properties as described in chapter 9.2.2.

2. Described installation steps stand for Yosemite and personal digital certificates which
can be saved on a hard drive.



http://proxsign.setcce.si/proXSignCustomerPages/osebnoPotrdilo.html
http://proxsign.setcce.si/proXSignCustomerPages/osebnoPotrdilo.html
http://en.softonic.com/s/os-x-yosemite-10.10:mac

Keychains
I &' login I Coryfeats sigen-ca
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9.2. Are your root and intermediate certificate installed
on your computer?

To use SETCCE proXSign® component, you have to install a root and intermediate
certificate of Certification Authority which issued your personal digital certificate.

9.2.1. Installation steps

Root and intermediate digital certificates can be installed (at least) in two ways:

1. Automatically, along with your personal digital certificate. In this case, it is installed
in Keychains/Login and Category/Certificates and it can be used only within your user
account.

2. With standard procedure (use Keychain Access). We suggested installing it into
the system keychain. In this case, all users on your computer can use/access root
certificates for digital signing.

Installation steps for the standard procedure (root digital certificate in System

Keychain):

1. Log in as a user with administrator privileges.

2. Download your root digital certificate and save it to your computer.

3. Run Keychain Access application (Spotlight->Keychain Access).

4. Select File->Import Items and chose a root digital certificate from the file system on
your computer. From the drop-down menu »Destination Keychain« choose
»System«. Your root digital certificate will be installed in the System Keychain,
therefore it can be used for signing for all users (user accounts) on your computer.

5. Set up “Trust” properties (see chapter 9.2.2).
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Figure 20: Installing root digital certificate in the System Keychain
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9.2.2. Trust properties settings

If the Root and Intermediate digital certificate is not installed as trustworthy, you have to

set properties additionally. Follow the steps below:

1. Double click on root and intermediate digital certificate and the window with certificate
properties open.

2. Select “"Trust” and set at least the last three options as , Always Trust".

Close window with click on standard x.

4. Confirm the changes with the administrator username and password.
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Figure 21: Installing a root digital certificate in the System Keychain and setting up “Trust” properties

9.3. Installation steps for Mozilla Firefox store

Steps to install your personal digital certificate in Mozilla Firefox store by Mozilla

Firefox:

1. Save your digital certificate on your computer.

Open Mozilla Firefox and go to Options/Advanced/View Certificates/Your Certificates.

Then click »Import« and select your certificate. Enter the password in the dialog window

and click »OKx«.

4. Your digital certificate is installed in the Mozilla Firefox certificate store, among Personal
certificates, as shown in Figure 22.
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Figure 22: Digital certificate »Janez Novak« among Personal certificates in Mozilla Firefox.




In the Mozilla Firefox certificate store, you have to install the root digital certificate into
»Authorities«, as shown in Figure 23.
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Export.. | Delete or Distrust.
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Figure 23: Root certificate »Sigen-ca« in »Authorities« in the Mozilla Firefox store.

Important:

1. If you want to install the Mozilla Firefox browser on your computer, after the SETCCE
proXSign® component has already been installed and running, you have to restart
the component. The restart of the SETCCE proXSign® component installs the
»SETCCE proXSign« certificate into the Firefox certificate store. To refresh digital
certificate data in the Mozilla Firefox browser, you must restart the browser.

2. If you install and run the SETCCE proXSign® component using the Mozilla
Firefox browser, you have to restart the browser after a successful installation.
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